STATEMENT OF COMPATIBILITY

3AABJIEHUE O COBMECTUMOCTH

between

MeXay

Kaspersky Industrial CyberSecurity for Networks
4.3

Kaspersky Industrial CyberSecurity for Networks
4.3

product of

NpoAyKTOM

AO KASPERSKY LAB,

AO «Jlabopatopusa Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccusa, MockBa,
JNleHunHrpaackoe wocce, 4. 39A, cTp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B ganbHenwem nmeHyembimu KICS for Networks
n «JlabopaTopusa Kacnepckoro» COOTBETCTBEHHO

and 7

“KASKAD 4.0” software platform MporpammHbim Komniekcom «KACKAL 4.0»
product of NPOAYKTOM

SCD R&D LLC 000 HULL «CKL»

450078, RB, Ufa, st. Jalilya Kiekbaeva, 2, office 106

450078, PE, r. Yoa, ya. Axanuns Kuekbaesa, 4. 2
odpuc 106

hereinafter referred to as KASKAD 4.0 and “SCD
R&D” respectively

B fanbHenwem umeHyembimu KACKA/Z 4.0 1 HUL
«CKL» cooTBeTCTBEHHO

KASKAD 4.0 is a SCADA (Supervisory Control And
Data Acquisition) software package designed to
collect, process, display and transmit information
for remote monitoring and control of production
facilities and technological processes.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

KACKAZ 4.0 — nporpaMmHbI/A KOMMIEKC Knacca

SCADA  (Supervisory Control And Data
Acquisition), npeaHasHaueHHblt ana  cbopa,
06paboTky, oTobpaxkeHus u nepegauiu
nHbopmaumu, obecneyunBaoLLei
OUCTaHUMOHHbBIA  KOHTPOAb W yNpas/ieHue
NMpPOW3BOACTBEHHbIMM obbeKkTamu

M TEXHONOTMYECKMMM NpoLeccamu.
KICS for Networks -— cneuuanvanpoBaHHbI

NpoayKT NPOMbILLIIEHHOTO Knacca,
npeaHasHayeHHbIN ans WHBEHTapM3auuuy,
MOHWUTOPWHIA, BbIABAEHWA PUCKOB W  Yrpo3
NPOMbILLIEHHbIX MHOPACTPYKTYP. Asnasch
4acTblo peleHun Kaspersky Industrial
CyberSecurity, NpoOAYKT npepocTasnaet
BO3MOYKHOCTb BbIAB/IEHUA yrpos

Knbepbe3onacHoCcTM M aHOMaAuA MacCUBHbLIM
o6pa3om Ha OCHOBE aHanu3a KoMmuu CEeTeBoro
TpaduKa, 1 (ONUMOHANBbHO) AaHHBIX TeNEMETPUM

C YCTPOWCTB, 3aLMLLEHHbIX NPOAYKTOM
KICS for Nodes. PeweHne npegoctaBiaAeT
WUHCTPYMEHTbl A1A paccnefjoBaHWAa U PY4YHOro
pearMpoBaHMsi Ha  yrpo3bl  Ha  YypOBHe
3aWmLLaeMbIX YCTPOMCTB " ceTeBoW
MHOPACTPYKTYPbI.
“SCD R&D” and “Kaspersky” hereby agree on the | HUL, «CKL» n «Jlabopatopua Kacnepckoro»
following statement regarding possibility to use | HacToAwMM NOATBEPKAAIOT cnegyoulee
the listed products on a common system and their | 3aasnenue OTHOCUTE/bHO MCNONb30BaHMA
compatibility and contribution to fulfillment of | ykasaHHbIX NPOAYKTOB B pamKax eAuHOM
cybersecurity requirements: CUCTEMbI, WX  COBMECTMMOCTM W  BKNaja

B BbiNo/IHeHUe TpeboBaHuii KubepbesonacHOCTK:

kaspersky



“SCD R&D” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

HUU «CKLU» u «Jlabopatopus Kacnepckoro»
MPOBE/IN BCECTOPOHHME TECTbl HA COBMECTUMOCTb
MX NpOAYKTOB Npu OAHOBPeMeHHON paboTe
B COCTaBe eAuHOM cucTembl. B pesynbrate
TeCcTMpoBaHMs 6b110 YCTAHOB/IEHO, YTO NMPOAYKTbI,
C Y4Y4ETOM WX WHOMBUAYANbHbIX CUCTEMHbIX
TpeboBaHUI, ABAAIOTCA COBMECTUMBIMU U MOTYT
MCMONb30BaThCA B COCTaBE €4UHON CUCTEMDI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

B c/iyuae yCTaHOBKM M UCNOAb30BaHMA YKa3aHHbIX
NPOrpaMmHbIX MNPOAYKTOB B pamKax eauHOM

cucTeMmbl 37O MOKET cnocobcTBOBaThH
BbIMOJHEHUIO OCHOBHbIX TpeboBaHui,
npeabaBAseMbIX K UHOOPMALMOHHOM

M Knbepbe3onacHOCTM B aBTOMATU3IMPOBAHHbIX
cucremax yﬂpaBJ’IeHMH I'IpOMblLIJI'IEHHbIX
06BbeKTOoB.

AO KASPERSKY LAB

AO «JlabopaTtopusa Kacnepckoro»
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